i EEI_"48 /BB 1241: Ethical Hacking

,'/ A 47




A0 O

00
el L. L R
T TE

INTRODUCTION

1. Introduction

What is Penetration Testing?
Penetration Testing
Methodologies

Penetration Testing Tools

5. Hands-On Penetration Testing
6. Best Practices and Mitigation

'

FEED

"TTererere
Y
BABRASR L £t
: k'.&—-o.

— A

41

L B

,- - 0‘0“

h

Techniques
7. Conclusion

W

AR p b e

J
.
g
'



https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=ScQAXz&nav=eyJzSWQiOjI4NCwiY0lkIjoxNjcyMDE3OTkwfQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=PXdgpF&nav=eyJzSWQiOjI4MCwiY0lkIjo0Njc4NjkyMjF9
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=a6bYpz&nav=eyJzSWQiOjI3OCwiY0lkIjozOTMwNDM4NTI2fQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=a6bYpz&nav=eyJzSWQiOjI3OCwiY0lkIjozOTMwNDM4NTI2fQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=VfwwSG&nav=eyJzSWQiOjI2MSwiY0lkIjozNjY2Njc0NjcxfQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=7sg0CD&nav=eyJzSWQiOjI3MywiY0lkIjoxNjc5OTM2NjI4fQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=rghami&nav=eyJzSWQiOjI3NywiY0lkIjoxNjQ5NTk3NzE3fQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=rghami&nav=eyJzSWQiOjI3NywiY0lkIjoxNjQ5NTk3NzE3fQ
https://fiudit-my.sharepoint.com/:p:/r/personal/kcolm006_fiu_edu/Documents/Presentation%201.pptx?d=w98f734c189cb4cb4b211bfac0998300b&csf=1&web=1&e=Xu7sFd&nav=eyJzSWQiOjI4MiwiY0lkIjoyMTg0NDcyMjkxfQ

'y vertr.9uitL LU =0 -
'?T:,;oc‘::‘::;hy:block;politiontleOI|
4,,....;,,,-wuplgﬁtop:-pr:'lcltt-Spll
- MydWthz-Cpl\O/:lﬂftt-‘pl\O/:fi‘
sy m:am-bondilph&xirlxéhnc-block: fo
. """“““thim.fin -otylomono;
SJRE L .u..uu..gjgcg

:lino-hniqhtd?pl: a4
wiiYsieo -‘Mlh\.f.’dil’llY!blOCk -
S ireie :w:c-md.nloo

. Qn’.rx h
Wiy at




"IN CYBERSPACE, THE
LENT WARRIORS ARE
HE ONES WHO
ROTECT US ALL."

o —1 WM

"DID YOU KNOW | ONCE
ACCIDENTALLY HACKED INTO MY
OWN WI-FI NETWORK WHILE TRYING
TO TROUBLESHOOT?"


https://www.bauer-power.net/2018/12/brace-yourselves-for-upcoming.html
https://creativecommons.org/licenses/by-nc-sa/3.0/

"Did you know that a
new cybersecurity attack
is launched every 39

seconds?"

WHAT IS PENETRATION
TESTING?

"Proactive approach”
"Identifying vulnerabilities"

"Mitigating risks"




PENETRATION TESTING
METHODOLOGIES




Analysis and WAF configuration

Results are used to configure WAF

Planning and reconnaissance
Test goals are defined and intelligence

settings before testing is run again. is gathered.
PENETRATION
Maintaining access TESTING STAGES Scanning
APTs are imitated to see if a vulnerability Scanning tools are used to understand
can be used to maintain access. how a target responds to intrusions.

Gaining access

Web application attacks are staged to
uncover a target's vuinerabilities.




PENETRATION TESTING TOOLS
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BEST PRACTICES AND MITIGATION TECHNIQUES

Securing the Network Foundation
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Conduct Implement Revise and Backup Data and Utilize
Regular Strong Network Communicate Establish Encryption for
Network Audits Controls Security Policies Recovery Plans Critical Data
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